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Chapter 1 - Introduction to Self-Service 

GroupID Self -Service lets you quickly build and deploy web-based portals for end-
users to carry out their own directory and group management tasks. 

Using a Self-Service portal, users can: 

¶ Search the directory  

¶ Maintain and update their directory profiles  

¶ Create and update directory objects  

You can also use Self-Service to reduce the work required to manage groups. Self-
Service allows end-users to create, delete and edit groups, without assistance from 
an administrator. 

When enterprise users maintain and update their own information, data is more 
accurate and reliable. Yet you still maintain complete control over data integrity, 
because you determine what users can view and change using the portal. 

You can also define workflows for Self-Service portals; these workflows serve as a 
built -in auditing system to ensure that correct data is entered before applying 
changes in the directory. 

A Self-Service portal can also send notification emails to designated recipients 
when a user makes any change to an object in the directory. 

Role-based security 

In GroupID, user roles are defined at the identity store level. Each role is granted a 
set of permissions, such that role members can perform the operations they have 
permissions for. 

Priority value 

Each user role has a priority value in the 1-99 range, where 1 is the highest and 99 
is the lowest value. Role priority is unique for each role in an identity store, and 
determines which role is higher than the other. 
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Chapter 2 - Creating a Self-Service Portal 

A Self-Service portal represents a virtual link with the directory. Using it, users can: 

¶ Create and manage their directory groups 

¶ Join and leave semi-private and public groups 

¶ View and update their own profile information in the directory 

¶ Search the directory and even export the results to a Microsoft Excel file 

¶ Approve or deny workflow requests 

¶ View a log of the actions they have performed through the portal 

You do not have to create a different Self-Service portal for each identity store 
defined in GroupID; rather, a portal can serve multiple identity stores. While 
creating a portal, you must associate it with one or more identity stores. When 
logging into the portal, a user must select an identity  store to connect to. 

Prerequisites for a portal 

The following must be defined in GroupID before a Self-Service portal can be 
created: 

¶ An identity store 
A portal cannot be created unless an identity store is defined in GroupID 
since a portal must be associated with an identity store to enable users to 
carry out profile and group management functions for that store. 

¶ An SMTP server and a messaging system 
These must be configured for each identity store you want to associate with 
your portal, so that notification emails can be sent using the portal. 

¶ Scheduled jobs 
Scheduled jobs must be defined for an identity store, so that different 
activities in the portal, such as group membership update, group expiry and 
deletion, and orphan group ownership, are automatically carried out on a 
scheduled basis. 

¶ Role-based permissions 
A user must belong to at least one user role in the identity store in order to 

mk:@MSITStore:C:/Users/M.%20Azeem%20Siddiqui/Desktop/Working%20folder/chm%20files/GroupID%208.1.chm::/Content/Features/Identity_Store/TOC/Configuring_SMTP_Server.htm
mk:@MSITStore:C:/Users/M.%20Azeem%20Siddiqui/Desktop/Working%20folder/chm%20files/GroupID%208.1.chm::/Content/Features/Identity_Store/TOC/Exchange_Server_Settings.htm
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log into the portal. When logged on, the user will be able to perform the 
tasks his or her role has permissions for. 

¶ Workflows (optional) 
With workflows defined for an identity store, any changes made to an object 
are approved by an authorized user before they are committed to the 
directory. 

Role policies 

Additionally, the following policies, which are defined for each user role in an 
identity store, also impact the portal: 

¶ Group Owners policy 
This policy applies when a role member creates or modifies a static group or 
Smart Group. It specifies: 

¶ Whether the group must have a primary owner 

¶ The number of additional owners the group must have. 

¶ Group name prefixes policy 
Administrators can enforce the use of prefixes in group names. 

¶ New object policy 
This policy restricts role members to create new directory objects in specific 
containers(s). 

¶ Search policy 
This policy limits the search scope of the portal to a particular container for 
role members. The administrator can also designate a criterion to filter 
specific objects in searches. 

Second factor authentication 

If the GroupID administrator enables second factor authentication for a user role in 
an identity store, role members must authenticate their identity store accounts 
while logging into the portal.  

mk:@MSITStore:C:/Users/M.%20Azeem%20Siddiqui/Desktop/Working%20folder/chm%20files/GroupID%208.1.chm::/Content/Features/Identity_Store/TOC/Group_Ownership_Enforcement_policy.htm
mk:@MSITStore:C:/Users/M.%20Azeem%20Siddiqui/Desktop/Working%20folder/chm%20files/GroupID%208.1.chm::/Content/Features/Identity_Store/TOC/Group_Name_Prefixes_policy.htm
mk:@MSITStore:C:/Users/M.%20Azeem%20Siddiqui/Desktop/Working%20folder/chm%20files/GroupID%208.1.chm::/Content/Features/Identity_Store/TOC/New_Object_policy.htm
mk:@MSITStore:C:/Users/M.%20Azeem%20Siddiqui/Desktop/Working%20folder/chm%20files/GroupID%208.1.chm::/Content/Features/Identity_Store/TOC/Search_policy.htm
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Create a new Self-Service portal 

You can create a portal using the portal creation wizard or by copying an existing 
portal. 

Create a portal using the wizard 

1. In GroupID Management Console, select the Self-Service node. 

2. Click the User Portal link under How to create a User Portal or right-click 
Portals in the left pane and select Create. 
 
 The portal creation wizard opens to the Introduction page. 

 
Figure 1: Introduction page 

3. Read the welcome message and click Next. 



Chapter 2 - Creating a Self-Service Portal 

5 © Copyright Imanami Corporation 2020 
 

 
Figure 2: Identity Store Selection page 

4. On the Identity Store Selection page, select the check box for an identity 
store to associate it with the portal. Users of this identity store can log into 
the portal to manage directory objects (users, mailboxes, contacts, groups), 
their directory profiles, and more. 
 
You can associate multiple identity stores with a portal. 

5. Click Next. 
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Figure 3: Internet Server page 

6. The Self-Service portal runs within a virtual directory on Internet 
Information Server (IIS). On the Internet Server page, you can view the 
location where portal files are physically located on disk, and specify the 
website on IIS that will host the portal. 
 
When you create the portal, GroupID creates a directory with the portalɠs 
name at the given path and copies the portal files from its template 
directory to the file system path. It also creates a virtual directory on the 
selected IIS website. 

a. In the Portal Name box, change the name of the portal or use the 
default name. 

b. The Path to GroupID Self-Service files field displays the path to the 
directory where the portal files are located on disk. The path is read-
only. 

c. From the IIS Server drop-down list, select the website to host the portal 
files. 
 
The list displays the websites defined on the local IIS server. 
GroupIDSite10 is the default selection. 
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7. Click Next. 

 
Figure 4: Support Information page 

8. On the Support Information page, enter internal contact information and 
resource links for the portal's users to obtain help using the portal. 
 
A Self-Service portal includes two links, Contact and Help, on its web 
interface. The Contact link launches an email application to send an email 
to the administrator or Helpdesk for inquiries or support. The Help link 
launches the online help for the portal in a new browser window. Both links 
are customizable and their target email address or web address is specified 
on the Support Information page. 

a. In the Support group/administratorɠs e-mail address box, type the e-
mail address of the group, user or contact to whom the usersɠ queries 
will be directed. 
 
This email address is mapped to the Contact link in the portal . 

b. In the Help URL box, specify the address of your company's internal 
support website or the portalɠs help page, where portal users can find 
support material or report their problems. By default, this box displays 
the URL of the portalɠs help page, as provided by Imanami. 
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This URL is mapped to the Help link in the portal. 

9. Click Next. 

 
Figure 5: Confirm page 

10.  On the Confirm page, review the settings that you have entered on the 
previous pages. Use the Back button to access settings that you want to 
change. 

11. After reviewing the information, click Finish. 

The new portal is now available under the Self-Service > Portals node. 

Create a portal by copying an existing portal 

You can create a new portal by copying an existing portal. All server and design 
configurations of the copied portal are duplicated to the new portal. 

1. In GroupID Management Console, select Self-Service > Portals. 

2. Right-click the portal you want to copy and select Copy Portal. 
The New Self-Service Portal wizard is displayed; its pages are populated 
with the settings of the copied portal. 
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3.  To modify any setting, follow the instructions in the section, Create a portal 
using the wizard on page 4, beginning at step 3. 

Launch a Self-Service portal 

1. Click Self-Service > Portals > [portal name] > Server. The General tab lists 
the portal URLs for different functionality modes, with the first URL for the 
default Enterprise mode. 

2. Click a URL to launch the portal in the specific functionality mode. 

Provide the URL to your users so that they can access the portal. 

Notifications in the Self-Service portal 

A Self-Service portal can send email notifications to designated recipients when a 
user makes a change to the identity store, if notifications are configured for that 
identity store in GroupID Management Console. 

The administrator can also specify notification recipients, that can be: 

Á individual recipients 

Á the user who makes a change to a directory object 

Á the directory object being modified. 

Á group owners and user managersɞa practice that does not require 
updating when role assignments change 

Á primary owner, additional owners and Exchange additional owners of a 
public group on membership changes 

Á an object that is added to the membership of a group 

Á an object that is removed from the membership of a group 

Notification language 

By default, notifications are sent to users in the English language. However, a user 
can opt to receive notifications in a different language by personalizing the 
language settings from the User Settings panel in the Self-Service portal. 

mk:@MSITStore:E:/Ayesha%20Azeem's%20Data/GroupID%208.1/GroupID%208.1.chm::/Content/Features/Self_Service/TOC/functionality.htm
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Setting a portŀƭΩǎ Functionality Mode 

A Self-Service portal can be configured to run in one of the five functionality 
modes, with each mode exposing a different set of features. Mode-specific URLs 
determine the mode to launch the Self-Service portal in. 

Self-Service supports five functionality modes. These are: 

Á Enterprise 

Á My Profile 

Á Update Wizard 

Á Groups 

Á Phonebook 

A newly created portal, by default, runs in the Enterprise mode. To change the 
mode, see Set a portalɠs functionality mode on page 16. 

Deleting a portal 

Deleting a portal removes: 

Á the portal directory under the following location on disk: 
X:\Program Files\Imanami\GroupID 10.0\SelfService\ inetpub\ 
(where X represents the GroupID installation drive). 

Á the portalɠs virtual directory from the website in IIS. 
This website was selected for hosting the portal web application on the 
Internet Server page (Figure 3) of the portal creation wizard. 

To delete a portal: 

1. In GroupID Management Console, select Self-Service > Portals. 

2. Right-click the portal that you want to delete and select Delete Portal. 
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Chapter 3 - Server Configurations for a Self-Service 

Portal 

You can control these server configurations for a Self-Service portal. 

Á Change a portalɠs name 

Á Manage settings for the IIS server that hosts the portal 

Á Set a functionality mode for the portal 

Á Manage support settings 

Á Configure Windows logging and File logging for a portal 

Á Apply advanced settings to a portal 

Á Link a portal to identity stores 

When any of the above configurations change, the portalɠs session ends and all 
connected users are logged out. When accessed again, the portal runs with the new 
configurations. 

Change ŀ ǇƻǊǘŀƭΩǎ display name 

A portal is assigned a display name during creation. This name uniquely identifies 
the portal and is used to name the portalɠs virtual directory in IIS and its physical 
directory under X:\Program Files\ Imanami\ GroupID 10.0\ SelfService\ Inetpub 
(where X represents the GroupID installation drive). 

This name is also appended to the web server address to construct the URL that 
users click to access the portal. For example: 
http://[Web server name]/[portal's display name] 

You can change the portal name, but the change propagates only to the IIS 
directory; the physical directory name remains unchanged. 



Chapter 3 - Server Configurations for a Self-Service Portal 

12 © Copyright Imanami Corporation 2020 
 

View a portal's display name 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal]  > Server. 

2. Click the General tab. 

 
Figure 6: General tab 

The Virtual server display name box displays the name of the portal. 

Change a portal's display name 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal]  > Server. 

2. Click the General tab (Figure 6). 

3. In the Virtual server display name box, type a new name for the portal. 

4. On the toolbar, click Save . 

Functionality mode URLs 

Depending on the functionality mode selected for the portal on the Functionality 
tab (Figure 8), the General tab (Figure 6) displays a URL for launching the portal in 
that mode. Under the Enterprise mode only, the tab displays URLs for all 
functionality modes. 

A functionality mode selected for a portal applies to all users of that portal. 
However, if you want certain users to access the same portal in a different 
functionality mode, then provide the URL of the respective mode to those users. 



Chapter 3 - Server Configurations for a Self-Service Portal 

13 © Copyright Imanami Corporation 2020 
 

This table shows the addresses (URLs) for all functionality modes: 

URL Description 

http:// Server/PortalName Provides access to the Enterprise 
mode. 

http:// Server/PortalName/myprofile Provides access to the My Profile 
mode. 

http:// Server/PortalName/update Provides access to the Update Wizard 
mode. 

http:// Server/PortalName/groups Provides access to the Groups mode. 

http:// Server/PortalName/phonebook Provides access to the Phonebook 
mode. 

Table 1: Functionality mode URLs 

Here, ɟServerɠ is the name of the web server hosting the portal and ɟPortalNameɠ is 
the name of the Self-Service portal. 

Modify web server settings 

A Self-Service portal is hosted as a web application on the local IIS server. 

Using the IIS tab, you can change: 

Á The IIS website that hosts the portal 

Á The URL of the IIS server 

You can also: 

Á View the physical path to the portalɠs folder 

Á View the default language used for serving the portal's content if the 
client browser is set to a language that is not supported by the Self-
Service portal. 

View the physical path to a portal's folder 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the IIS tab. 
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Figure 7: IIS tab 

The Path to web site files box displays the path to the directory where the 
portal files are located on disk. This field is read-only. 

Change the IIS site for a portal 

A Self-Service portal is hosted as a web application in IIS on the GroupID server 
machine. 

On the IIS tab, you can change the website in IIS that hosts a portal. In such an 
instance, the portalɠs URL(s) also change. You must provide the updated URL to 
users to enable them to access the portal. The URL(s) are displayed on the General 
tab (Figure 6). 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the IIS tab (Figure 7). 

3. The IIS Server list  displays the IIS site that hosts the portal. You can select a 
different site from the list to move the portal's directory under it. 
 
The list displays the websites defined on the local IIS server. 

4. On the toolbar, click Save . 

Change the base server URL for a portal 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the IIS tab (Figure 7). 

3. The IIS Server URL box displays the URL of the IIS web server. This URL is 
used in email notifications for linking back to portal pages. 
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If the name of the IIS web server changes, you can edit the URL in this box. 
 
When you change this URL, the portalɠs URL(s) also change. You must 
provide the updated URL to users to enable them to access the portal. The 
URL(s) are displayed on the General tab (Figure 6). 

4. On the toolbar, click Save . 

View the default language for a portal 

A Self-Service portal detects the language settings of the web browser that is 
accessing it and attempts to serve the portalɠs content in that language. 

Supported languages are: 

Á Danish 

Á Dutch 

Á English 

Á Finnish 

Á French 

Á German 

Á Icelandic 

Á Italian 

Á Portuguese 

Á Spanish 

Á Swedish 

Á Turkish 

However, if the portal does not support the browserɠs language set or if it cannot 
detect it, the portal is loaded with the default language, which is English. 

To view a portalɠs default language: 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the IIS tab (Figure 7). 

3. The Select default locality box displays English as the default language for 
serving the portalɠs content. This field is read-only. 
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Set ŀ ǇƻǊǘŀƭΩǎ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƳƻŘŜ 

Self-Service functionality modes allow you to expose only the required 
functionality in the portal. Mode-specific URLs determine the mode to launch the 
portal in. 

The following table describes the modes in detail. 

Functionality Enterprise 
mode 

Groups 
mode 

My Profile 
mode 

Group Management    

Create Groups V V  
Modify Group Properties V V  
Manage Group Membership V V  
Request to Join a Group V V  
Group Life Cycle and Attestation V V  
Expire and Renew Groups V V  
View My Groups History V V  

User Management    

Create User and Exchange Recipient V   
Modify / Update My Profile V  V 

Modify / Update My Direct Reports Profile V   
User Life Cycle and Attestation V  V 

User Profile Validation V  V 

Transfer / Terminate My Direct Reports V  V 

Change My Password V  V 

Reset other Userɠs Password V   
View My History V  V 

View My Direct Reports History V   
Advanced Search V V  
Quick Search V V  
Groups Search V V  
Search Form and Search Result Customization V V  
Workflows V V V 

Change Notifications V V V 
Table 2: Functionality modes 

In the Update Wizard mode, users can update their directory profiles using a wizard. 
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In the Phonebook mode, users can search Users and Groups; this mode is read-only. 

The available functionality in a mode can be trimmed further at granular 
level using role-based access. See Prerequisites for a portal. 

Change the functionality mode of a portal 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Functionality tab. 

 
Figure 8: Functionality tab 

3. Select the required functionality mode. 

4. On the toolbar, click Save . 

When you change a portalɠs mode, the IIS session is reset and all users 
connected to the portal are logged out. When accessed again with the 
appropriate URL, the portal runs in the newly set mode. 

The General tab (Figure 6) displays the URL for the functionality  mode set on the 
Functionality tab. For the Enterprise mode, however, the General tab displays the 
URLs of all functionality modes. 

You can override the default configurations of a functionality modes by 
customizing the portalɠs navigation bar. See Customize the Navigation bar 
on page 100. 
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Manage support settings 

Portals include a Contact link and a Help icon on their web interface. The Contact 
link launches an email application to send an email to the administrator or 
Helpdesk for inquiries or feedback. The Help icon launches the online help for the 
portal in a new browser window. Both links are customizable and their target email 
address or web address can be changed using the Support tab (Figure 11). 

 
Figure 9: Help icon in the top right corner of the portal 

 
Figure 10: Contact link at the bottom of the portal 

Specify a different email address for the support group or administrator 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Support tab. 

 
Figure 11: Support tab 

3. In the Support group/administrator's email address box, type the email 
address for the group, user, or contact that will be responsible for 
responding to requests or inquiries from portal users.  
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This box displays the support email address specified during portal creation. 
 
This email address is mapped to the Contact link in the portal  (Figure 10). 

4. On the toolbar, click Save . 

Change the Help URL for a portal 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Support tab (Figure 11). 

3. In the Help URL box, type the address of the portalɠs help page (as provided 
by Imanami) or your company's internal support website, where portal users 
can find support material or report their problems. 
 
This box displays the help URL specified during portal creation (Figure 4). 
 
This URL is mapped to the Help icon in the portal (Figure 9). 

4. Select the Imanami Help check box if the help URL points to the portal help 
provided by Imanami. For GroupID 10, this URL is as: 
http://online.imanami.com/products/100/PortalsWebhelp/SSP/WebHelp/ 
 
Clear this check box if the help URL points to help pages other than 
Imanami help, such as when it points to your companyɠs internal help page. 

5. On the toolbar, click Save . 

View the client ID assigned to the portal 

Every GroupID client (such as Automate, Management Shell, a Self-Service portal, 
etc.) is registered with a unique ID in the database, known as client  ID. 

This client ID is required while integrating a third-party single sign-on solution that 
support the SAML standard, into GroupID via any of its clients. 

To view the portalɠs client ID: 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. On the Support tab (Figure 11), the Client ID box displays the client ID 
assigned to the portal. It is read-only and can be copied for use. 

http://online.imanami.com/products/100/PortalsWebhelp/SSP/WebHelp/
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Specify log settings 

Self-Service uses Windows Logging and File Logging to monitor events from a Self-
Service portal. You can specify the kind of information that you want to track for a 
portal by setting the logging level for each service. 

Windows Logging 

Windows Logging records Self-Service events in a centralized event log named 
Imanami GroupID that can be viewed from the Windows Event Viewer. 

Windows logging groups events into five levels, depending on the type of 
information being captured. These levels are: 

Level Information Captured 

1 - Failure Audit Audited security access attempts that fail, such 
as when a user fails to log on to the portal. 

2 - Success Audit Audited security access attempts that succeed, 
such as when a user successfully logs on to the 
portal. 

3 - Info Successful operation of a module or 
functionality. 

4 - Warn Events that are not necessarily significant, but 
that could potentially cause a future problem, 
such as low disk space. 

5 - Error Significant problem, such as loss of data or 
functionality. Default setting. 

Table 3: Windows Logging levels 

Change the Windows Logging level 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Support tab (Figure 11). 

3. From the Windows Logging list, select the required logging level for the 
portal.  

4. On the toolbar, click Save . 
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Open Event Viewer from GroupID Management Console 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Support tab (Figure 11). 

3. In the Windows Logging area, click Imanami GroupID. 

File Logging 

File Logging records Self-Service events in log files that are created in a sub-folder 
within the root directory of each portal: 

X:\Program Files\Imanami\GroupID 10.0\Self-Service\Inetpub\[Portal 
Name]\ log\ 
(where X is the installation drive) 

File Logging uses the Rollover Logging mechanism to log events. This mechanism 
logs events in a text file named GroupID10-SSP. When the file size reaches 100 MB, 
the rollover archives the log file in the same directory by replacing the file 
extension with the suffix .Log.X and then creating a new text file named 
GroupID10-SSP. X in .Log.X is a number from 1 to 10 representing the archiving 
order; the lower the number, the more recently the file was archived. 

File Logging groups events into six levels, depending on the type of information 
being captured. These levels are: 

Level Information Captured 

1 - All Every event involving the Self-Service portal; this is the 
highest logging level. 

2 - Debug Fine-grained event information that is most useful for 
debugging the application. 

3 - Info Successful operations of a module or functionality. 
4 - Warn Events that are not necessarily significant, but that could 

potentially cause a future problem. 
5 - Error Errors that might still allow the Self-Service portal to 

continue running. Default level. 
6 ɝ Fatal Severe errors that will presumably cause an operation to 

abort. 
7 - Off No events captured; turns off file logging.  

Table 4: File Logging levels 
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Change the File Logging level 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Support tab (Figure 11). 

3. From the File Logging list, select the required logging level for the portal. 

4. On the toolbar, click Save . 

Apply advanced settings to a portal 

Self-Service supports advanced settings that allow you to customize the 
functionality and appearance of a portal.  

Using the Settings tab, you can specify advanced settings for a Self-Service portal. 
Some settings are available in all user interfaces of the portal, while others are 
specific to a particular one. 

Modify a setting 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Settings tab. 

 
Figure 12: Settings tab 
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3. Change the required setting. 

4. On the toolbar, click Save . 

Advanced settings for a Self-Service portal 

On the Settings tab (Figure 12), you can specify settings that fine-tune your portal 
implementation. These settings only apply to end users; they do not apply to 
administrators. 

Setting Description 

Default Start Page Specify the start page for the functionality mode selected 
on the Functionality tab (Figure 8). When a user logs into 
the portal, he or she is redirected to the start page. 

Each functionality mode has a default start page that is 
displayed if you do not specify a value in the Default Start 
Page list. Knowing the portalɠs functionality mode, you can 
change its start page to the pages listed: 

 

Functionality Mode Page Title 

Enterprise Welcome 
 Group Search 
 My Groups 
 My Memberships 
 My Expired Groups 
 My Expiring Groups 
 My Deleted Groups 
 Search 
 My Profile 
 My Direct Reports 
 Change My Password 
 Reset Password 
 Request Inbox 
 My Requests 
 Organizational Hierarchy 
Groups My Groups 
 Welcome 
 Group Search 
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Setting Description 

 My Memberships 
 My Expired Groups 
 My Expiring Groups 
 My Deleted Groups 
 Request Inbox 
 My Requests 
My Profile My Profile 
 Welcome 
 Request Inbox 
 My Requests 
 Organizational Hierarchy 
Phonebook Search 
Update Wizard Update Wizard 
 
Tip: If, after changing the start page, the portal does not 
open to the new start page, check that the functionality 
mode for the new start page is the same as the portal 
mode. 

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 
Find Dialog / Look For Select the Users, Contacts, and/or Groups check boxes to 

specify the type of objects that can be searched using the 
portalɠs Find dialog box. 

You can launch the Find dialog box from multiple portal 
pages to search for objects to designate as owners, 
managers, additional owners, members, and more. 

By default, the Find dialog box searches for all types of 
objects, including users, contacts, and groups. Use this 
setting to limit the Find feature to specific object types. For 
example, select the Users check box to limit users to search 
for the User object type only. 

The contact object type is not supported in a 
Microsoft Azure based identity store. 
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Setting Description 

Request Inbox Page 
Size 

In the Request Inbox Page Size box, specify a value in the 
range, 1 to 99999, to set the number of workflow request 
items to display on the My Requests and Request Inbox 
pages of the portal. 

Users access the My Requests and Request Inbox pages 
through the portalɠs left navigation bar. By default, both 
pages display 20 request items at a time. You can use any 
value from 1 to 99999. Setting zero or a negative number 
displays all workflow requests. 

When setting the page size, consider the volume of request 
traffic generated by your users. Showing all or a large 
number of workflow requests increases page-load time and 
response times. 

Toolbar Default Most 
Recent Used Object 
Count 

In the Toolbar Default Most Recent Used Object Count box, 
specify a value in the range, 1 to 9, to set the number of 
most recently used objects to display in the left navigation 
bar of the portal. 

The left navigation bar has a Recent section that shows 
objects that are recently viewed by the logged-on user. 
Clicking an object shows the properties of that object. By 
default, the portal shows five of the most recently viewed 
objects. Using this setting, you can change it to a number 
from 1 to 9. 

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 

Default Search Page 
Size 

In the Default Search Page Size box, specify a value in the 
range, 1 to 999, to set the maximum number of list objects 
to display on a portal page. 

Many Self-Service portal pages display lists of objects. 
Examples are the My Groups and My Memberships pages. 
By default, all list views display 25 objects per page. For the 
remaining objects, the page numbers are given at the 
bottom of each page using which users can move through 
the other objects. 

When setting the page size, consider available network 
bandwidth and server resources, as the greater the number, 
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Setting Description 
the higher the potential for increased page load time and 
slow response time. 

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 

Display Additional 
Groups In My Groups 

This setting controls whether to display, on the portalɠs My 
Groups page, groups for which the logged-on user is an 
additional owner. 

¶ Select the True option button to display groups for 
which the logged-on user is a primary or additional 
owner. 

¶ Select the False option button to display groups for 
which the logged-on user is the primary owner. 
Additional ownership is not displayed.  

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 

Display Additional 
Groups In My Deleted 
Groups 

This setting controls whether to display, on the portalɠs My 
Deleted Groups page, the deleted groups for which the 
logged-on user is an additional owner. 

¶ Select the True option button to display deleted groups 
for which the logged-on user is a primary or additional 
owner. 

¶ Select the False option button to display deleted groups 
for which the logged-on user is the primary owner. 
Additional ownership is not displayed.  

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 
Display Additional 
Groups In My Expired 
Groups 

This setting controls whether to show, on the portaɠs My 
Expired Groups page, the expired groups for which the 
logged-on user is an additional owner. 
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Setting Description 
¶ Select the True option button to display expired groups 

for which the logged-on user is a primary or additional 
owner.  

¶ Select the False option button to display expired groups 
for which the logged-on user is the primary owner. 
Additional ownership is not displayed. 

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 
Display Additional 
Groups In My Expiring 
Groups 

This setting controls whether to display, on the portalɠs My 
Expiring Groups page, the expiring groups for which the 
logged-on user is an additional owner. 

¶ Select the True option button to display expiring groups 
for which the logged-on user is a primary or additional 
owner.  

¶ Select the False option button to display expiring 
groups for which the logged-on user is the primary 
owner. Additional ownership is not displayed.  

Individual users can personalize this setting through 
the Settings option in the portal. The value set here 
applies to users who have not changed it. 

 
Enrollment reminder This setting controls whether to display a reminder with 

redirect to the Enroll My Account page, when an unenrolled 
user logs on to the Self-Service portal. 

¶ Selecting the True option button initiates these events 
whenever a user who has not enrolled their account in 
GroupID logs on to the Self-Service portal: 

i. The Self-Service Welcome page displays an 
information bar requesting that the user enroll their 
account. (The user can ignore the request.) 

ii. Clicking the bar redirects the user to the Enroll My 
Account page, where the user can enroll their 
account. 

¶ Selecting the False option button does not display the 
information bar for account enrollment. 
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Setting Description 

Display Nested 
Ownership 

This setting controls whether to display nested ownership 
on the portalɠs My Groups page. 

¶ With the False option button selected, the My Groups 
page will display groups that have the logged-in user 
set as the primary owner, additional owner or Exchange 
additional owner.  

¶ With the True option button selected, the My Groups 
page will display groups with nested ownership as well. 
 
Suppose the logged-in user is a member of Group C, 
and Group C is an owner of Group B. With the True 
option button selected, the My Groups page also shows 
Group B since the logged-in user is its nested owner. 

Use Contains Filter Specify the filter that search pages should use while 
searching objects. 

¶ By default, the False option button is selected, which 
implies that when a search parameter is entered on any 
of the search pages of the portal, it searches the 
directory on the "starts withɣ basis. For example, if the 
user enters "Sam" in the First Name box of the 
Advanced Search page, the portal searches the directory 
for all objects whose first name starts with "Sam".  

¶ When you select the True option button, it changes the 
filter to "Containsɣ, which returns objects with the string 
"Sam" anywhere in the first name. 

Auto Complete Quick 
Search 

Specify whether to turn on search predictions for the 
portalɠs Quick search.  

Search predictions are possible search terms that are 
related to the term that the user is typing as search string. 

¶ Select the True option button to turn on search 
predictions for Quick search in the portal. This will 
show matched items as the user types the search string 
for Quick search.  

¶ Select the False option button to turn off search 
predictions. 

Hide Help Link This setting controls whether to display the Help link in the 
portal. 
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Setting Description 
A Self-Service portal displays the Help link on its web 
interface. This link opens the online help for the portal in a 
new browser window, where portal users can find support 
material or report their problems. 

¶ Select the True option button to display the Help link in 
the portal.  

¶ Select the False option button to hide the Help link in 
the portal. In this case, users will not be able to access 
the portalɠs help pages. 

Suggest 
Owner/Manager 

Set the Self-Service portal to suggest owners for orphan 
groups and managers for users without managers. 

¶ Select the True option button to allow GroupID to 
suggest a primary owner for an orphan group (on the 
Owner tab in group properties) and a primary manager 
for a user without one (on the Organization tab in user 
properties). 

¶ The manager is suggested with respect to the userɠs 
department; if the department is not specified, the 
manager suggestion does not work. 

¶ The owner is suggested with respect to the groupɠs 
membership; the user with the highest number of 
direct reports in the membership of the group, is 
suggested as its owner. This user may or may not be 
a member of the group. 
 
For example, when User A has 40 direct reports as 
members of Group A and User B has 38 direct 
reports as members of Group A, User A is suggested 
as Group Aɠs primary owner. User A may not 
necessarily be a member of Group A. 

¶ Select the False option button to turn off the 
owner/manager suggestion feature. 

Search Default Set the default selection in the Search list box. 

The Search list box is available on the toolbar of all Search 
pages and a few other pages of the portal. 
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Setting Description 
From the Search Default drop-down list, select one of the 
following options to set the search scope for the Search list 
box: 

¶ Global Catalog: Selecting this option shows ɢEntire 
Directoryɣ selected in the Search list box. Also, 
expanding the list displays the Entire Directory check 
box selected instead of the logged-on domain.  

¶ Domain: The Search list box shows the domain of the 
connected identity store. The user can expand the list 
to select any other option.  

Select the Global Catalog option when most of the searches 
that portal users perform are based on the global catalog. 

Sort Search Set the field name (column header) by which the search 
results should be sorted. 

The Sort Search setting applies to all search result pages in 
the portal, such as the Default Search, Group Search and 
Find dialog box searches. 

In the Sort Search field, specify an attribute by which the 
search results should be sorted. 

By default, the displayName attribute is specified, 
indicating that objects on all pages are sorted by the 
displayName attribute in ascending order. 

Portal Logo Use the default Self-Service logo or a logo of your choice 
for display in the portal. 

¶ Use Browse to select and upload a logo of your choice 
for display in the portal. 

¶ Use Reset to revert to the default logo. 

Table 5: Advanced settings for a Self-Service portal 

Link a portal to identity stores 

You must associate a Self-Service portal with one or more identity stores. When 
logging into the portal, a user must select an identity  store to connect to, so that he 
or she can perform group and identity management operations for that identity 
store. 

On the Identity Stores tab, you can: 
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Á View the identity stores associated with the portal. You can also view 
the data store type the identity store is created for, and whether the 
identity store is enabled. 

Á Associate another identity store with the portal. 

Á Dissociate an identity store from the portal, so that the portal cannot 
connect to it.  

Associate an identity store with a portal 

1. In GroupID Management Console, select Self-Service > Portals > [required 
portal] > Server. 

2. Click the Identity  Stores tab. 

 
Figure 13: Identity Stores tab 

3. Click Add. 

4. On the Add Identity Stores dialog box, select the check box for an identity 
store to associate it with the portal. 

5. Click OK to close the Add Identity Stores dialog box. 

6. On the toolbar, click Save . 

Users can connect the portal only to an enabled identity store. An identity 
store is enabled if the Enabled column displays True as its value. 

Dissociate an identity store from a porta 

1. In GroupID Management Console, select Self -Service > Portals > [required 
portal] > Server. 

2. Click the Identity  Stores tab (Figure 13). 

3. Select an identity store to dissociate it from the portal and click Remove. 

4. On the toolbar, click Save . 
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Chapter 4 - Working with Display Types 

The Self-Service portal offers an intuitive front-end to users for adding and 
updating values for schema attributes. Using display types, you can specify data 
input fields on this front -end and hook up each field to the appropriate schema 
attribute. 

Each schema attribute requires a value of a certain type. Some attributes require a 
single string value (such as the Active Directory attributes, name and 
sAMAccountName) while others can accept multiple values (such as the Active 
Directory attribute, proxyAddress). Some can accept only (one or more) 
distinguished names (DN) (such as the Active Directory attributes, members and 
memberOf) while others allow only Boolean values (true or false), (such as the 
Active Directory attributes, hideDLMembership and isDeleted). 

To ensure that portal users update these attributes in the same manner as 
supported by the directory, display types play an important role. 

A display type enables you to define: the user interface element to be used for an 
attribute i n the portal (for example, text box, drop-down list, check box, etc.). This 
user interface element must support the type of data that can be entered as the 
attribute value, so that users enter proper data through the portal. 

Display Type Categories 

Self-Service display types support almost all types of schema attributes (single-
valued, multi-valued, Boolean, distinguished name, and more). Based on their 
characteristics and customization options, display types are divided into two 
categories: 

Basic types 

You can link a basic display type to a schema attribute straight away. Basic display 
types are: 

Á Text box 

Á Password 

Á Multi -value 

Á Check box 
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Á DN 

Á DNs 

Custom types 

Some display types cannot be linked to schema attributes straight away; they must 
be customized before you can apply them to an attribute. 

Display types that require customization are: 

Á Text box - this display type can be used directly with an attribute, but if 
you want to apply data validation checks to it, you must convert it to a 
custom display type. 

Á Drop-down list 

Á Linked-field drop-down list 

Á Image 

Á Grid 

Á Radio 

Á Multiline text box  

Á Linked combo 

For example, you can define a simple text box type for a telephone number field 
and apply a validation rule so that it accepts phone numbers in US format only. 
Another example is defining a drop-down list display type containing a list of the 
departments in your organization or creating a linked field drop-down list type 
where selecting the office address populates its phone number and fax number. 

The default portal template uses several predefined custom display types. See 
Defining and using custom display types on page 36 to add more display types as 
needed. 

How to implement display types 

On the Search Forms, Properties, Update, Create Object, and Property Validation 
tabs of the Designs node, you can select a schema attribute and a display type to 
link them. 

On linking, the display type is rendered on the portal page; through it, users can 
view or specify a value for the linked attribute. 

A Self-Service portal comes with a default design template, where a few data input 
fields are available in the portal. These fields involve the use of both basic and 
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custom display types. You can use these predefined display types to add new fields 
to the portal or define your own custom display types. 

Use the Custom Display Types tab in the Designs node to view a list of all 
predefined custom display types. You can also define new custom display types. 

 
Figure 14: Design node ï Custom Display Types tab 

Basic display types 

Basic display types encompass six basic controls: 

¶ Text box 

¶ Password 

¶ Multi -value 

¶ Check box 

¶ DN 

¶ DNs 

You can link these basic display type directly to a schema attribute; they require no 
customization. 


































































































































































































































