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Chapter 11- Introduction to SeltSenvice

GrouplD S#-Service lets you quickly build and deploy wekbased portals for end
users to carry out their own directory and group management tasks.

Using a SelfService portal, lsers can:
9 Search the directory
1 Maintain and update their directory profiles
1 Createand update directory objects

You can also use SelfService to reduce the work required to manage groups. Self
Service allows endusers to create, delete and edit groups, without assistance from
an administrator.

When enterprise users maintain and update their own information, data is more
accurate and reliable Yet you still maintain complete control over data integrity,
because you determine what users can view and change using the portal.

You can alsodefine workflows for Self-Service portals these workflowsserve as a
built-in auditing system to ensure that correct data is entered before applying
changes in the directory.

A SelfService portal can also send notification emails to designated recipients
when a usermakes aty change toan object in the directory.

Rolebased security

In GrouplD,user roles are definedat the identity store level. Each role is granted a
set of permissions, such that role members can perform goperations they have
permissions for.

Priority value

Eachuserrole has a priority value in the 1-99 range, where 1is the highest and 99
is the lowest value. Role priority is unique for each rolein an identity store, and
determines which role is higher than the other.
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Chapter2- Creaing a SelfServicerPortal

A SelfService portal represents a virtual link with the directory.Usingit, users can:

1

=A =/ =2 =4 =4

Create and manage their directory groups

Join and leave semprivate and public groups

View and update their own profile information in the directory

Search the directory and even export the results ta Microsoft Excel file
Approve or deny workflow requests

View a log of the actions they have performed through the portal

You do not have to create a different SeHService portal for each identity store
defined in GrouplD; rather, a portal can serve multiple identity stores. While
creating a portal, you must associate it with one or more identity stores. When
logging into the portal, a usermust select an identity store to connect to.

Prerequisites for a portal

The following must be defined in GrouplD beforea SelfService portal can be
created:

1

An identity store

A portal cannot be created unless an identity store is defined in GroupID
since a portal must be associated with an identitystore to enable users to
carry ou profile and group management functions for that store.

An SMTP serveand amessaging system
These nust be configured for each identity storeyou want to associate with
your portal, so that notification emails can be sentusing the portal.

Scheduled jobs

Scheduled jobs must be defined foran identity store, so that different
activities in the portal, such as group membership update, group expiry and
deletion, and orphan group ownership, are automatically carried out on a
scheduled basis.

Role-basedpermissions
A user must belong to at least one user role in the identity store in order to

2
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Chapter 2 - Creating a Self-Service Portal

log into the portal. When logged on, the user will be able to perform the
tasks his or her role has permissions for.

1 Workflows (gotional)
With workflows defined for an identity store, any changes made t@n object
are approved by an authorized user before they are committito the
directory.

Role policies

Additionally, the following policies, which are defined for each user role in an
identity store, also impact the portal:

1 Group Owners policy
This policy applieswhen a role membercreates or modifies a static group or
Smart Group It specifies:

1 Whether the group must have a primary owner
9 The number of additional owners the group must have.

1 Group name prefixes policy
Administrators can enforce the use of fixes in group names.

1 New object policy
This policy restricts role members to create new directory objects inspecific
containers(s).

9 Search policy
This policy limits the search scopeof the portal to a particular container for
role members The administrator can also dsignate a criterion tofilter
specific objectsin searches.

Second factor authentication

If the GrouplD administrator enable second factor authentication for a user role in
an identity store, role members mustauthenticate their identity store accounts
while logging into the portal.
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Chapter 2 - Creating a Self-Service Portal

Creakt a newSeltServiceportal

You can create a portal using the portal creation wizard oby copying an existing
portal.

Create a portal using the wizard

1. In GrouplD Management Console, select th8elf-Servicenode.

2. Click the User Portallink under How to create a User Portabr right-click
Portals in the left pane and selectCreate

The portal creation wizard opens to thelntroduction page.

. A
1_@) New Self-Service Portal

<
' Introduction Welcome to the GroupID Self-Service Portal Creation Wizard.
- )
©0 Identity Store This wizard will assist you in creating a new GrouplD Self-Service Portal with
B Internet Server required configurations.
I Support
I Confirm

Help Mext = Cancel

Figure 1: Introduction page

3. Read the welcome message and clicilext.

4 © Copyright Imanami Corporation 2020



Chapter 2 - Creating a Self-Service Portal

C{}) New Self-Service Portal
E Introduction Identity Store Selection
B 1dentity Store Select the Identity Stores that will be supported by this portal
7 Internet Server
E support Identity Store Name Identity Store Type
2 Confirm [] cheoti Active Directory
[] syper Active Directory
[] Adatum Windows Azure
Help < Back Next > Cancel

Figure 2: Identity Store Selection page

4. On the ldentity Store Selectionpage, select the check box for an identity
store to associate it with the portal. Users of this identity store can log into
the portal to manage directory objects ¢sers,mailboxes, contacts, groups)
their directory profiles, and more

You can associatanultiple identity stores with a portal.

5. Click Next.
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Chapter 2 - Creating a Self-Service Portal

&%)  New Self-Service Portal
9

El' Introduction Intemet Server
I Identity Store GrouplD Self Service requires an IIS server virtual directory.
] Internet Server
| Support Portal Name:
B Confrm GrouplD Sales| |

Path to GroupID Self-Service files:
C:\Program Files\Imanami\GroupID 10.0\SelfService\inetpub\GroupID |

I1S Server:
GroupIDSite 10 ~

- coe

Figure 3: Internet Server page

6. The SelfService portal runs within a virtual directory on Internet
Information Server (11S)On the Internet Serverpage,you can view the
location where portal files are physically located on diskand specify the
website on IS that will host the portal.

When you create theportal, GrouplDcreates a directorywithth e por t al ds
name at the given path and copies the portalifes from its template

directory to the file system path. It alsocreates a virtual directory on the

selected IS website.

a. Inthe Portal Namebox, change thename of the portal or use the
default name.

b. The Path to GrouplDSelf-Service filesfield displaysthe path to the
directory where the portal files are located on disk.The path is read
only.

Cc. From thellS Serverdrop-down list, select the website to host the portal
files.

The list displays the websites defined on the local IIS server.
GroupIDSitd 0 is the default selection.
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Chapter 2 - Creating a Self-Service Portal

7. Click Next.

&3) New Self-Service Portal
J

El' Introduction Support Information
[ Identity Store When a user needs help, who should they contact?
O Internet Server
I support ; -
Support group/administrator's e-mail address:
1 confirm

‘ sample_someone @imanami,com

Help URL:
‘http: Jfonline.imanami.com/products/10/Portals\Webhelp/55P /WebHelp/| |

Help < Back Cancel

Figure 4: Support Information page

8. On the Support Information page, enter internal contact information and
resource inks for the portal's usersto obtain help using the portal.

A SeltService portal includes two links,Contactand Help, on its web
interface. TheContactlink launches anemail application to send an email
to the administrator or Helpdesk for inquiries orsupport. The Help link
launchesthe online help for the portal in a new browser window. Both links
are customizable and their target email address or web address is spéeif
on the Support Information page.

a. IntheSupport gr oup/ -mdilmddmresstox, typethee ds e
mai | address of the group, wuser or con
will be directed.

This email address is mapped to theContactlink in the portal .

b. Inthe Help URLbox, specify the address of your company's internal
support website or thep o r thalp pdige where portal users can find
support material or report their problems. By default, this box displays
the URL of t he,gsprovtledbydnmsanamiel p page

7 © Copyright Imanami Corporation 2020



Chapter 2 - Creating a Self-Service Portal

This URL is mapped to theHelp link in the portal.
9. Click Next.

’;{} ») New Self-Service Portal

E!  Introduction Confirm

El Identity Store Please review your selection below and dick Finish to save them.
! Internet Server

1 Support # Supported Identity Stores:

B Confim cheotil

Adatum Azure
# File System Path:
C:\Program Files\Imanami\GroupID
10.0\SelfService \netpub\GroupID_Sales
#IIS server:
GrouplIDSite 10
# Help URL:
http: /fonline.imanami.com fproducts/10 /Por talsWebhelp /SSP/WebHelp/
# Support E-mail:
sample_someone @imanami.com

Click Finish to save the settings.

Help < Back Finish Cancel

Figure 5: Confirm page

10. On the Confirm page, review the settings that you have entered on the
previous pages Usethe Backbutton to access settings that you want to
change.

11. After reviewing the information, click Finish.

The new portal is now available under theSelf-Service > Portalshode.

Create a portal by copying an existing portal
You can create a new portal by copying an existing portal. All server and design
configurations of the copied portal are duplicated to the new portal.
1. In GrouplD Management Console, sele&elf-Service > Portas.

2. Right-click the portal you want to copy and selectCopy Portal
The New SeltService Portalwizard is displayed;its pagesare populated
with the settings of the copied portal.

8 © Copyright Imanami Corporation 2020



Chapter 2 - Creating a Self-Service Portal

3. To modify any setting, follow the instructions in the section,Create a portal
using the wizard on page4, beginning at step3.

Launch a Selervice portal

1. Click Self-Service > Portals > [portal name] Server The Generaltab lists
the portal URLSs for differentfunctionality modes, with the first URL for the
default Enterprise mode.

2. Click a URL to launch the portal in the specific functionality mode.

Provide the URL to your usersathat they can accesghe portal.

Notifications in the SeHService prtal

A SeltService portalcan sendemail notifications to designated recipients when a
user makes a change to thadentity store, if notifications are configured for that
identity store in GroupID Management Console.

The administrator can also specify notification recipients, that can be:
A individual recipients
A the user who makes a change to a directory object
A the directory object being modified.
A

group owners and user managrss a practice that does not require
updating when role assignments change

A primary owner, additional owners and Exchange additional owners of a
public group on membership changes

an object that is added to the membership of a group

an object that is removed from the membership of a group
Notification language

By default, notifications are sent to users in the English language. However, a user
can opt to receive natifications in a different language by personalizing the
language settings from theUserSettings panel in the SelfService portal.

9 © Copyright Imanami Corporation 2020
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Settinga portl £ Frgctionality Mode

A SelfService portal can be configured to run in one of the five functionality
modes, with each mode exposing a different set of featuredMode-specific URLs
determine the mode to launch the SelfService portal in.

Self-Service supports five functionality modes. These are:

A

Enterprise

My Profile
Update Wizard
Groups

Phonebook

A newly created portal, by default, runs in the Enterprise modél.o change the
mode, seeSeta portal ds f uonpagel®@nal ity mode

Deleting aportal

Deleting a portal removes:

A

the portal directory under the following location on disk:
X\Program File§lmanamiGrouplD10.0\SelfServic&inetpub\
(where X represents the GrouplDnstallation drive).

theportald s v i r t u &om the websitecin l&.r vy
This website was selected for hosting the portal web application on the
Internet Serverpage (Figure 3) of the portal creation wizard.

To delete a portal:

1. In GrouplD Management Console, sele&elf-Service > Portals

2. Right-click the portal that you want to delete and selectDelete Portal.

10 | © Copyright Imanami Corporation 2020



Chapter3- SenverConfigurationsfor a SelfService
Portal

You can ontrol the se serverconfigurations for a Self Serviceportal.
Changeaportd ds name
Manage settings for the IS server that hosts the portal

Set a functionality mode for the portal

> > >

Manage support settings

>\

Configure Windows logging and File logging for a portal

A Apply advanced settings to a portal

A Link a portal to identity stores

e Whenany of the above configurations changethe portald sessionends and all

/ . -
connected usersare loggedout. When accessed again, the portal runsith the new
configurations.

Changl| LJ2 Nifplayngme

A portal is assigned a display name during creation. This name uniquely identifies

the portal and i s wistwaldirectory imlli& arel itstptysicalp or t al d s
directory under X:\ Program Filedmanami GrouplD10.0\ SelfServicdnetpub

(where X represents the GrouplD installation drive).

This name is also appended to the web server address to construct the URL that
users click to access the portal. For example:
http://[Web server name]/[portal's display name]

You can change the portal name, but the clinge propagates only to the IIS
directory; the physical directory name remains unchanged.

11 © Copyright Imanami Corporation 2020



Chapter 3 - Server Configurations for a Self-Service Portal

View a portal's display name

1. In GrouplD Management Console gdect Self-Service > Portals > [required
portal] > Server

2. dick the Generaltab.

General |5 Functionalty Support Seftings Identity Stores

‘irtual server display name:

Domino

This virtual server's URL(=s):
hitps:ifwinZk18-ex16:4443idoming/
hitps:ifwin2k16-ex16:444 3 dominodmypro file
hitps:ifwinZk18-ex16:4443idomino/myareups
hitps:#win2k15-ex16:4443/domino/phonebook

Figure 6: General tab
The Virtual server display namebox displays the name of the portal.

Changea portal's display name

1. In GrouplD Management Console gdect Self-Service > Portals > [required
portal] > Server

2. Click the Generaltab (Figure 6).
3. In the Virtual server display namebox, type a new namefor the portal.

4. On the toolbar, click Saves.
Functionality mode URLs

Depending on thefunctionality mode selectedfor the portal on the Functionality
tab (Figure 8), the Generaltab (Figure 6) displays aURL for launching the portal in
that mode. Under theEnterprisemode only, the tab displaysURLsfor all
functionality modes.

A functionality mode selectedfor a portal applies to all users of that portal
However,if you want certain users to access the same portal in a different
functionality mode, then provide the URL of the respective mode to those users.
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Chapter 3 - Server Configurations for a Self-Service Portal

This table shows the addresses (URLSs) for all functionality modes:

URL Description
http:// ServerPortalName Provides access to the Enterprise
mode.

http:// Server PortalNamé&myprofile Provides access to the My Profile

mode.

http:// ServefPortalName&update Provides access to the Update Wizard
mode.

http:// ServerPortalNamégroups Providesaccess to the Groups mode.

http:// ServerPortalNamé&phonebook = Provides access to the Phonebook
mode.
Table 1: Functionality mode URLs

Here,)Servedis the name of the web server hosting the portal andPortalNamegis
the name ofthe Self-Service portal.

Modify web serversettings

A Self-Service portal is hosted as a web applicatiomn the local 1IS server.
Using the IIS tab, you can change:
A The IIS website that hosts the portal
A The URL of the IIS server
You can also:
A Viewthephysi cal path to the portalds fold

A Viewthe default language usedfor serving the portal's content if the
client browser is set to a language that is not supported byhe Self-
Serviceportal.

View the physical path to a portal's folder

1. In GrouplD Managerent Console, selectSelf-Service > Portals > [required
portal] > Server.

2. dick the lIStab.

13 | © Copyright Imanami Corporation 2020



Chapter 3 - Server Configurations for a Self-Service Portal

General IS Functionalty Support Settings Identity Stores

Path to web site files:

C:\Program Files\manamiGroupiD 10.0\SelfServicetinetpub\GrouplD_TechComm
IS Server:

GroupDSite10

IS Server URL:

hitps:/iwin-gid9server:9489/

Select default localty

English

Figure 7: 1IS tab

The Path to web site filesbox displays the path to the directory where the
portal files are located on disk. This field is readonly.

Change the IIS site for a portal
A SelfService portal is hosted as a web application in IS on the GrouplID server

machine.

On the lIStab, you canchange the website in 1IS that hosts a portal. In such an
instance, the portalds URL(s) also change.
users to enable them to access the portal. The URY) are displayed on the General

tab (Figure 6).

1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. Click the lIStab (Figure 7).

3. ThellS Serveiist displays the IIS site that hosts the portal.You can select a
different site from the list to move the portal's directory under it.

The list displays thewebsites defined on the local IIS server.

4. On the toolbar, click Save.
Change the base server URL for a portal
1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. Click the lIStab (Figure 7).

3. ThellS Server URDbox displays the URL of the IIS web server. This URL is
used in email notifications for linking back to portal pages.
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Chapter 3 - Server Configurations for a Self-Service Portal

If the name of the IS web serverchanges, you canedit the URL in this box.

When you change this URL, the portal ds |
provide the updated URL to users to enable them to access the portal. The
URL(s) are displayed on th&eneraltab (Figure 6).

4. On the toolbar, click Saves.

View the default language for a portal

A SelfService portal detects the language settings of the web browser that is
accessing it and at t enmgntirsthatlamgusager ve t he port

Supported languages are:

A Danish

>~

Dutch

English

> >

Finnish

>~

French

German

> >

Icelandic
Italian

Portuguese

> > >

Spanish
A Swedish
A Turkish

However, iif the portal does not support t he
detect it, the portal is loaded with the default language, which is English.

To view a portalds default | anguage:

1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. Click the lIStab (Figure 7).

3. The Select default locality box displays English as the default language for
serving the portal dsonlg.ontent. This fi el

15
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Chapter 3 - Server Configurations for a Self-Service Portal

v
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Self-Service functionalty modes allow you to expose only the required
functionality in the portal. Mode-specific URLs determine the mode to launch the
portal in.

The following table describes the modes in detail.

Functionality Enterprise Groups My Profile
mode mode mode

Group Management

Create Groups

Modify Group Properties
Manage Group Membership
Request to Join a Group

Group Life Cycle and Attestation
Expire and Renew Groups

<K K KKK LK KL<
< <K K KK <K KL<

View My Groups History
User Management

Create Usetand Exchange Recipient
Modify / Update My Profile

Modify / Update My Direct Reports Profile
User Life Cycle and Attestation

<

User Profile Validation
Transfer/ Terminate My Direct Reports

< < < <

Change MyPassword
Resetot her User ds Passwo

<

View My History

View My Direct Reports History

Advanced Search

Quick Search

Groups Search

Search Form and Search Result Customization

<

Workflows

K KK <K<K <K<K (<K<K (<K KKK KKK KL<

< < < < < <

ChangeNotifications
Table 2: Functionality modes

In the Update Wizardmode, users can update theirdirectory profiles using a wizard.
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Chapter 3 - Server Configurations for a Self-Service Portal

In the Phonebookmode, wsers can search Users and Groughis mode is readonly.
wote The available functionality in a mode can be trimmed further at granular
/ . - -

level using role-based access.SeePrerequisites for a portal

Change the functionality mode of aqptal

1. In GrouplD Management Console, sele&elf-Service > Portals >required
portal] > Server.

2. Click the Functionality tab.

General 1S Functionalty Support Seftings  ldentity Stores

@ Enterprise

Offers ful functionalty, including all other modes below. Users
can manage thier groups, direct reports, and directory information.

() My Profile

Users can update their own directory profile using a property
sheet.

() Update Wizard

Users can update thier own directory profile using a wizard.

(:) Groups
Users can search, create, modify and delete thier groups.

D Phonebook

Users can search for other ugers and groups but medifications to
the directory are not allowed.

Figure 8: Functionality tab

3. Select therequired functionality mode.
4. On the toolbar, click Saves.

NOTE Wheny ou c hange a thp bSrsdssionigreset s dlleusers
connected to the portal are logged outWhenaccessed agairwith the
appropriate URL the portal runs in the newly set mode.

The Generaltab (Figure 6) displays the URLfor the functionality mode set on the
Functionality tab. For the Enterprisemode, however,the Generaltab displaysthe
URLs of allfunctionality modes.

NOTE You can override the default configurations ofa functionality modes by
customizing thep o r tnavigafien bar. SeeCustomiz the Navigation bar
on page 100.
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Chapter 3 - Server Configurations for a Self-Service Portal

Manage support settings

Portals include aContactlink and a Help icon on their web interface. TheContact
link launches anemail application to send an email to the administrator or

Helpdesk for inquiries orfeedback TheHelp icon launchesthe online help for the
portal in a new browser window. Both links are customizable and their target email
address or web address can behanged using theSupporttab (Figure 11).

é’ @ @ Sarah Azeem

Figure 9: Help icon in the top right corner of the portal

Figure 10: Contact link at the bottom of the portal

Specify a differenemail addresdor the support group or administrator

In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

Click the Support tab.

General IS Functionaity SUPPOTt Seftings Identity Stores

Support group/administrator's e-mail address:

‘ sample_someone@imanami.com

Help URL:
‘ hitp://online.imanami.com/products/@0/Portals\Webhelp/SSP/WebHelp/

Imanami Help

Windows Logging:
All events are logged to the Imanami GrouplD Windows Application Log.
Windows Logging:

Error

File Logging
All events are logged to a file
File Logging:

Error

Client ID
fe43b573-cd36-4726-8ff7-1dee5e204cb6

Figure 11: Support tab

In the Support group/administrator's email addressox, type the email
address for the group, user, or contact that will be responsible for
responding to requests or inquiries from portal users.

18
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Chapter 3 - Server Configurations for a Self-Service Portal

This box displaysthe support email address specified during portal creation.

This email address is mapped to theContactlink in the portal (Figure 10).

4. On the toolbar, clickSavels.
Changethe Help URL for a portal
1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. Click the Support tab (Figure 11).

3. Inthe Help URLbox, type the addressott he port al ds hel p page
by Imanami) oryour company's internal support wdsite, where portal users
can find support material or report their problems.

This boxdisplaysthe help URL specified during portal creationFigure 4).

This URL ismapped to the Help icon in the portal (Figure 9).

4. Select theImanamiHelp check box if the help URL points to theportal help
provided by Imanami.For GroupID 10, his URL is as:
http://online.imanami.com/products/100/PortalsWebhelp/SSP/WebHelp/

Clear this check boxif the help URL points to help pages other than
Imanami help, such as whenitpointsb your companygdge. i ntern

5. On the toolbar, click Savels.
View theclient ID assigned to theortal
Every GrouplD client (such as Automate, Management Shell, a S8Hrvice portal,

etc.)is registeredwith a unique IDin the database,known asclient ID.

This client ID is required while integrating a third-party single sign-on solution that
support the SAML standardinto GrouplDvia any of its clients.

To view the portalds client | D:

1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. On the Supporttab (Figure 11), the Client ID box displays the client ID
assigned to the portal.lt is read-only and can be copied for use.
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Specifylog settings

Self-Service uses Windows Logging and File Logging to monitor events fromSelf-
Service portal. You can specify the kind of information thiayou want to track for a
portal by setting the logging level for each service.

Windows Logging

Windows Logging records SefService events in a centralized event log named
Imanami GrouplD that can be viewed from the Windows Event Viewer.

Windows logging goups events into five levels, depending on the type of
information being captured. These levels are:

Level Information Captured

1 - Failure Audit Audited security access attempts that fail, such
as when a user fails to log on to the portal.

2 - Success Audit Audited security access attempts that succeed,
such as when a user successfully logs on to the
portal.

3 - Info Successful operation of a module or

functionality.

4 - Warn Events that are not necessarily significant, but
that could potentially cause a future problem,
such as low disk space.

5 - Error Significant problem, such as loss of data or

functionality. Default setting.
Table 3: Windows Logging levels

Change the Windows Logging level
1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. Click the Supporttab (Figure 11).

3. From the Windows Logginglist, select the required logging level for the
portal.

4. On the toolbar, click Savels.
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Open Event Viewer from GrouplD Management Console

1. In GrouplD Management Console, sele&elf-Service > Portals > [required
portal] > Server.

2. Click the Support tab (Figure 11).

3. In the WindowsLogging area, clickimanamiGrouplD

File Logging

File Logging records SelfService events in log files that are created in a sulfolder
within the root directory of each portat

XAProgram FiledlmanamiGrouplD10.0\Self-Service\Inetpub\[Portal
Name)log\
(where X is the installation drive)

File Logging uses the Rollover Logging mechanism to log events. This mechanism
logs events in a text file named GrouplDLO-SSP When the file size reaches 100 MB,
the rollover archives the log file in the same directory by replacing the file
extension with the suffix .Log.Xand then creating a new text file named
GroupID1GSSP X in .LogX is a number from 1 to 10 representing the archiving
order; the lower the number, the more ecently the file was archived.

File Logging groups events into six levels, depeding on the type of information
being captured. These levels are:

Level Information Captured

1-Al Every event involving the SelfService portal; this is the
highest logging level.

2 - Debug Fine-grained event information that is most useful for
debugging the application.

3 - Info Successful operations of a module or functionality.

4 - Warn Events that are not necessarily significant, but that could
potentially cause a future problem.

5 - Error Errors that might still allow the Self-Service portal to
continue running. Default level.

6 3 Fatal Severe errors that will presumably cause an operation to
abort.

7 - Off No events captured; turrs off file logging.

Table 4: File Logging levels
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Change the File Igging level

1. In GrouplD Management Console, sele&elf-Service > Portals > [required

portal] > Server.

2. Click the Supporttab (Figure 11).

3. From theFile Logginglist, select the required logging levelfor the portal.

4. On the toolbar, click Savels.

Apply advanced settings$o a portal

Self-Service supports advancedettings that allow you to customize the

functionality and appearance of a portal.

Using the Settings tab, you canspecify advanced settings for a SeHService portal.
Some settings are available in all user interfaces of the portal, while others are

spedfic to a particular one.

Modify a setting

1. In GrouplD Management Console gsect Self-Service > Portals > [required

portal] > Server.

2. Click the Settings tab.

(2]

General IS Functionalty Support Settings  identity Stores

Default Start Page
Speciies the start page for all authenticated users belonging to the portal

Find Dialog / Look for
Speciies the types of objects that can be searched using the portal's find feature. Users Groups Contacts

Request Inbox Page Size
Sets the number of request items to display on the My Requests and Requests Inbox Page. |20

Toolbar Default Most Recent Used Object Count
Sets the number of most recently used objects to display in the left navigation bar.  [5 ]

Default Search Page Size
Speciies the maximum number of st objects to display on a portal page.  [25

Display Additional Groups In My Groups
Cortrols whether to display. on the "My Groups"” Web page. groups for which the logged-on user is an addtional owner.

Display Additional Groups In My Deleted Groups
Conttrols whether to display, on the "My Deleted Groups” page, the deleted groups for which the logged-on user is a designated addtional owner.

Display Additional Groups In My Expired Groups
Cortrols whether to show. on the "My Expired Groups” page. the expired groups for which the logged-on user is a designated additional owner.

Display Additional Groups In My Expiring Groups
Controls whether to show, onthe "My Expiring Groups™ page. the expiring groups for which the logged-on useris an addtional owner.

Enrollment reminder
Display enroliment reminder as banner in Self-Service potal O Tue @ False

Display Nested Ownership
Display nested ownership on My Groups page. O Te @ False

You can speciy settings that fine tune your portal implementation. These settings only apply to end users. they do not apply to Administrators.  Need Help! @)

QO e @ False

O Tue @ False

O True @ False

O Te @ False

Figure 12: Settings tab
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3. Change the required setting.

4. On the toolbar, click Savels.

Advancedsettingsfor a SelfServiceportal

On the Settings tab (Figure 12), you can specify settings that finetune your portal
implementation. These settings only apply to end users; they do not apply to

administrators.

Setting
Default Start Page

Description

Specify the start page for the functionality mode selected
on the Functionality tab (Figure 8). When a user logs into
the portal, he or she is redirected to the starpage.

Each functionality mode has a default start page that is
displayed if you do not specify a value in theDefault Start
Pagel i st. Knowing the portal
change its start page to the pages listed:

Functionality Mode Page Title

Enterprise Welcome
Group Search
My Groups
My Memberships
My Expired Groups
My Expiring Groups
My Deleted Groups
Search
My Profile
My Direct Reports
Change My Password
Reset Password
Request Inbox
My Requests
Organizational Hierarchy
Groups My Groups
Welcome
Group Search
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Setting

Find Dialog / Look For

Description

My Memberships
My Expired Groups
My Expiring Groups
My Deleted Groups
Request Inbox
My Requests
My Profile My Profile
Welcome
Request Inbox
My Requests
Organizational Hierarchy
Phonebook Search
Update Wizard Update Wizard

Tip: If, after changing the start page, the portal does not
open to the new start page, check that the functionality
mode for the new start page is the same as theortal
mode.

— Individual users can personalize this settinghrough
— _ the Settingsoption in the portal. The value set here
applies to users who have not changed it.

Select the Users Contacts and/or Groupscheck boxes to
specify the type of objects that can be searched using the
p o r tFand dialeg box.

You can launch theFind dialog box from multiple portal
pages to search for objects to designate as owners,
managers, additional owners, members, and more.

By default, the Find dialog box searches for all types of
objects, including users, contacts, and groups. Use this
setting to limit the Findfeature to specific object types. For
example, select theUserscheck box to limit users to searck
for the User olject type only.

Is The contactobject type is not supported in a
Microsoft Azure based identity store.
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Setting

Requestinbox Page
Size

Toolbar Default Most
Recent Used Object
Count

Default Search Page
Size

Description

In the Request Inbox Page Sizbox, specify a value in the
range, 1 to 99999, to set the number ofvorkflow request
items to display on the My Requestsand Request Inbox
pages of the portal.

Users access thély Requestsand Request Inboxpages
through the por t aBydsfault, bdtht
pages display 20 request items at a time. You can use any
value from 1 to 99999. Setting zero or a negative number
displays all workflow requests.

When setting the page size, consider the volume of reques
traffic generated by your usersShowing all or a large
number of workflow requests increases pagdoad time and
response times.

In the Toolbar Default Most Recent Used Object Coubbx,
specify a value in the range, 1 to 9, to set the number of
most recently used objects to display in the left navigation
bar of the portal.

The left navigation bar has aRecentsection that shows
objects that are recently viewed by the loggedon user.
Clicking an object shows the properties of that object. By
default, the portal shows five of the most recently viewed
objects. Using this setting, you can change it to a number
from 1 to 9.

Individual users can personalize this settinghrough
the Settingsoption in the portal. The value set here
applies to users who have not changed it.

TE
NOTE

In the Default Search Page Sizbox, specify a value in the
range, 1 to 999, to set the maximum number of list objects
to display on a portal page.

Many SelfService portal pages display lists of objects.
Examples are theMy Groupsand My Membershipspages.
By default, all list views display 25 objects per page. For th
remaining objects, the page numbers are given at the
bottom of each page using which users can move through
the other objects.

When setting the page size, consider available network
bandwidth and server resources, as thgreater the number,
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Setting

Display Additional
Groups In My Groups

Display Additional
Groupsin My Deleted
Groups

Display Additional
Groups In My Expired
Groups

Description

the higher the potential for increased page load time and
slow response time.

Individual users can personalize this settinghrough
the Settingsoption in the portal. The value set here
applies to users who have not changed it.

OTE
Lo

This setting controls whiy
Groupspage, groups for which the loggedon user is an
additional owner.

1 Select the True option button to display groups for
which the logged-on user is a primary or additional
owner.

1 Select the Falseoption button to display groups for
which the logged-on user is the primary owner.
Additional ownership is not displayed.

m— Individual users canpersonalize this settingthrough
— _ the Settingsoption in the portal. The value set here
applies to users who have not changed it.

This setting controls whhy
Deleted Groupspage, the deleted groups for which the
logged-on user is an additional owner.

9 Select the True option button to display deleted groups
for which the logged-on user isa primary or aditional
owner.

9 Select the Falseoption button to display deleted groups
for which the logged-on user is the primary owner.
Additional ownership is not displayed.

= Individual users can personalize this settinghrough

T . . .

"2 the Settingsoption in the portal. The value set here
applies to users who have not changed it.

This setting controls wMyet
Expired Groupsage, the expired groups for which the
logged-on user is an additional owner.
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Setting

Display Additional
Groups In My Expiring
Groups

Enrollment reminder

Description

9 Select the True option button to display expired groups
for which the logged-on user is a primary or addional
owner.

1 Select the Falseoption button to display expired groups
for which the logged-on user is the primary owner.
Additional ownership is not displayed.

Individual users can personalize this settinghrough
the Settingsoption in the portal. The value set here
applies to users who have not changed it.

TE
votE

This setting controls whhy
Expiring Groupspage, the expiring groups for which the
logged-on user is an additional owner.

9 Select the True option button to display expiring groups
for which the logged-on user is a primary or additional
owner.

1 Select the Falseoption button to display expiring
groups for which the logged-on user is the primary
owner. Additional ownership is not displayed.

= Individual users can personalize this settinghrough
= the Settingsoption in the portal. The value set here
applies to users who have not changed it.

This setting controls whether to display a reminder with
redirect to the Enroll My Accountpage, when an unenrollec
user logs on to the SelfService portal.

9 Selecting the True option button initiates these events
whenever a user who hasot enrolled their account in
GrouplID logs on to the SeKService portal:

i. The SeltService Welcome page displays an
information bar requesting that the user enroll their
account. (The user can ignore the request.)

ii. Clicking the bar redirects the user to tke Enroll My
Accountpage, where the user can enroll their
account.

1 Selecting the Falseoption button does not display the
information bar for account enroliment.
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Setting

Display Nested
Ownership

UseContainsFilter

Auto Conplete Quick
Search

Hide Help Link

Description

This setting controls whether to display nested ownership
on t he MyG&Gnoupsdge s

1 With the Falseoption button selected, the My Groups
page will display groups that have the loggedin user
set as the primary owner, additional owner or Exchang
additional owner.

1 With the True option button selected, the My Groups
page will display groups with nested ownership as well

Suppose the loggedin user is a member of Group C,
and Group C is an owner of Group B. With thErue
option button selected, the My Groupspage also shows
Group B since the loggedn user is its nested owner.

Specify the filter that search pages should use while
searching objects.

1 By default, the Falseoption button is selected, which
implies that when a search parameter is entered on an
of the search pages of the portal, it searches the
directory on the "starts
user enters "Sam" in the~irst Namebox of the
Advanced Sarch page, the portal searches the director
for all objects whose first name starts with "Sam".

1 When you select theTrue option button, it changes the
filter to "Containsy, wh
"Sam" anywhere in the first name.

Specify whether to turn on search predictions for the
portalds Quick search.

Search predictions are possible search terms that are
related to the term that the user is typing as search string.

9 Select the True option button to turn on search
predictions for Quick search in the portal. This will
show matched items as the user types the search strin
for Quick search.

9 Select the Falseoption button to turn off search
predictions.

This setting controls whether to display theHelp link in the
portal.

28

© Copyright Imanami Corporation 2020



Chapter 3 - Server Configurations for a Self-Service Portal

Setting

Suggest
Owner/Manage

SearchDefault

Description

A SelfService portal displays theHelp link on its web
interface. This link opens the online help for the portal in a
new browser window, where portal users can find support
material or report their problems.

1 Select the True option button to display the Help link in
the portal.

1 Select the Falseoption button to hide the Help link in
the portal. In this case, users will not be able to access
the portalds help pages.

Set the Self-Service portal to suggest ownes for orphan
groups and maragers for users without manages.

1 Select the True option button to allow GrouplID to
suggest a primary owner for an orphan grougon the
Ownertab in group properties)and a primary manager
for a user without one (on the Organizationtab in user
properties).

1 The manager is suggestedavith respecttot h e
department; if the department is not specified, the
manager suggestion does not work.

1 The ownerissuggestedvi t h r espect
membership; theuser with the highest number of
direct reportsin the membership ofthe group, is
suggested asts owner. This user may or may not b
a member of the group.

For example, when User A has 40 direct reports as
members of Group A and User B has 38 direct
reports as members of Group A, User A is suggest
as Group Ads primary ov
necessarily bea member of Group A.

9 Select the Falseoption button to turn off the
owner/manager suggestion feature.

Set the default selection in the Search list box.

The Search list box is available on the toolbar of all Searct
pages and a few other pags of the portal.
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Setting Description

From the Search Defaultdrop-down list, select one of the
following options to set the search scope for the Search lis
box:

i GlobalCatalog Sel ecting this o
Directoryy selected in t
expanding the list displays the Entire Directory check
box selected instead of the loggedon domain.

9 Domain The Search list box shows the domain of the
connected idertity store. The user can expand the list
to select any other option.

Select the Global Catalogoption when most of the searche:
that portal users perform are based on the global catalog.

Sort Search Set the field name (column header) by which thesearch
results should be sorted.

The Sort Searclsetting applies to all search result pages in
the portal, such as the Default Search, Group Search and
Find dialog box searches.

In the Sort Searchfield, specify an attribute by which the
search results shald be sorted.

By default, the displayName attribute is specified,
indicating that objects on all pages are sorted by the
displayName attribute in ascending order.

Portal Logo Use the default SelfService logo or a logo of your choice
for display in the portal.

1 UseBrowseto select and upload a logo of your choice
for display in the portal.

1 UseResetto revert to the default logo.

Table 5: Advanced settings for a Self-Service portal

Linka portalto identity stores

You must asociate aSelf-Service portalwith one or more identity stores. When
logging into the portal, a usermust select an identity store to connect to,so that he
or she canperform group and identity management operations for that identity
store.

On the Identity Storestab, you can:
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A View the identity stores associated with the portal. You can also view
the data store type the identity store is created for, and whethethe
identity store is enabled.

Associate anotheridentity store with the portal.

Dissocate an identity store from the portal, so that the portal cannot
connect to it.

Associate an identity store witta portal

1. In GrouplD Management Console e$ect Self-Service > Portals > [required
portal] > Server.

2. Click the Identity Storestab.

General 1S Functionalty Support Seftings Identity Stores

Identity Store Name Identity Store Type Enabled Add

{i] Tech2kg Active Directory True B

[f] Perdita Active Directory True SmovE
[l Syper Active Directory True

[} iee local Active Directory True

Figure 13: Identity Stores tab

3. ClickAdd.

4. On the Add Identity Storesdialog box, select the check box for an identity
store to associate it with the portal.

5. Click OKto close the Add Identity Storesdialog box.
6. On the toolbar, click Savels.

Users can connect the portal only to an enabled identity store. An identity

NOTE
~__ store is enabled if theEnabledcolumn displaysTrue as its value.

Dissociate an identity store frona porta
1. In GrouplD Management Console gdect Sdf-Service > Portals > [required
portal] > Server.
2. Click the Identity Storestab (Figure 13).
3. Select an identity store to dissociate it from the portal and clickRemove

4. On the toolbar, click Savels.
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The SelfService portal offers an intuitive frontend to users for adding and
updating values for schema attributes. Using display types, you can specify data
input fields on this front-end and hook up each field to the appropriate schema
attribute.

Each schema attribute requires a value of a certain type. Some attributes require a
single string value (such as the Active Directory attributesname and
sAMAccountNamgwhile others can accept multiple values (such as the Active
Directory attribute, proxyAddresg. Some can accept only (one or more)
distinguished names (DN) (such as the Active Directory attributesiembersand
memberOY) while others allow only Boolean values (true or false), (such as the
Active Directory attributes,hideDLMembershipand isDeleted).

To ensure that portal users update these attributes in the same manner as
supported by the directory, display typeglay an important role.

A display type enables you to define: the user interface elenm to be used for an
attribute in the portal (for example, text box, drop-down list, check box, etc.). This
user interface element must support the type of data that can be entered as the
attribute value, so that users enter proper data through the portal.

Display Type Categories

Self-Service display typessupport almost all types of schema attributes (single
valued, multi-valued, Boolean, distinguished name, and more). Based on their
characteristics and customization options, display types are divided into two
categories:

Basic types

You can link a basic diplay type to aschemaattribute straight away. Basic display
types are:

Text box

>

Password

>

Multi-value

p>

Check box
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A DN
A DNs

Custom types

Some display types cannot be linked to schema attributes straight away; they must
be customized before you can apply themad an attribute.

Display types that require customization are:

A Text box - this display type can be used directly with arattribute, but if
you want to apply data validation checks to it, you must conve it to a
custom display type.

>

Drop-down list
Linked-field drop-down list

Image

> > >

Grid

>\

Radio

A Multiline text box

A Linked combo

For example, you can define a simple text box type for a telephone number field
and apply a validation rule so that it accepts phone numbers in US format only.
Another example is defining a dropdown list display type containing a list of the
departments in your organization or creating a linked field dropdown list type
where selecting the office addresspopulates its phonenumber and fax number.

The default portal template uses gveral predefined custom display typesSee
Defining and using aistom display types on page 36 to add more display types as
needed.

How toimplementdisplay types

On the Search FormsProperties, Update Create Objectand Property Validation
tabs of the Designsnode, you can select a schema attribute and a display type to
link them.

On linking, the display type is rendered on the portal page; through it, users can
view or specify a value for the linked attribute.

A Zlf-Service portal comes with a default designemplate, where a few data input
fields are available in the portal. Thesefields involve the use ofboth basicand
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customdisplay types. You can use these predefinedisplay typesto add new fields
to the portal or define your own custom display types.

Use the Custom Display Typesab in the Designsnode to view a list of all
predefined custom display typesYou can also define new custom display types.

Figure 14: Design node T Custom Display Types tab

Basicdisplaytypes

Basicdisplay types encompassix basic controls:
1 Text box
91 Password
1 Multi-value
1 Check box
1 DN

T DNs

You can link these basic display typelirectly to a schema dtribute; they require no
customization.
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